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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Objectives

By the end of this unit, students will be able to:

» Create and publish a properly constructed Incident Radio Communications Plan
(ICS Form 205) and a Communications Resource Availability (Form 217A)

» Explain the purpose of Incident Radio Communications Plan (ICS Form 205)

* Identify critical information to be included in an ICS Form Radio Communications
Plan by completing the Communications Resource Availability (Form 217A)

* ldentify security requirements for Communications Resource Availability (Form
217A) and Incident Radio Communications Plan (ICS Form 205)

» Describe the proper dissemination of the Incident Radio Communications Plan (ICS
Form 205)

Methodology

This unit involves lecture, discussion based activities, and exercises.

Knowledge of unit content will be evaluated through administration of the final exam (to
be administered upon completion of the course). Instructors will evaluate students’ initial
understanding through facilitation of Exercise 7.

The purpose of Exercise 7 is to complete an Incident Radio Communications Plan (ICS
Form 205) to provide a command and tactical channels for all resources. This exercise
is scheduled to last approximately 45 minutes. The instructor will use a build slide to
demonstrate how to complete a blank Incident Radio Communications Plan (ICS Form
205). Based on this information, the students will discuss the significance of the
information received and what conclusions to draw as they create a 205.

The purpose of this unit is to provide the student with an understanding of the
Communication Unit Leader’s responsibility for the development, completion and
publication of the Incident Radio Communications Plan (ICS Form 205) and how using
the Communications Resource Availability (Form 217A) as a tool assists in creating the
Incident Radio Communications Plan (ICS Form 205).
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Time Plan

A suggested time plan for this unit is shown below. More or less time may be required,
based on the experience level of the group.

Topic Time
Lesson 1 hour
Exercise 7 45 minutes

Total Time | 1 hours, 45 minutes
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Unit Title Slide

Unit 7:
D-ewlopandblneminmelhelcs Form 205~ Incident Rad
| Pl

Visual 7-1

Key Points
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Unit Terminal Objective

Unit Terminal Objective

At the end of this unit, students will be able to create
and publish a properly constructed ICS Form 205 -
Incident Radio Communications Plan and a Form 217A
- Communications Resource Availability.

Unit 7:

Developand Disseminate the ICS Form 205 - Incident Radigh

Key Points

Unit Terminal Objective

At the end of this unit, students will be able to create and publish a properly constructed
Incident Radio Communications Plan (ICS Form 205) and a Communications Resource
Avalilability (Form 217A).

Unit Enabling Objectives
» Explain the purpose of Incident Radio Communications Plan (ICS Form 205)

* ldentify critical information to be included in an Incident Radio Communications Plan
(ICS Form 205) by completing Communications Resource Availability (Form 217A)

* ldentify security requirements for ICS Forms 217A and 205

» Describe the proper dissemination of the Incident Radio Communications Plan (ICS
Form 205)
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Incident Radio Communications Plan (ICS Form 205)
ICS Form 205

= Purpose —— i T

® Preparation |77

® Distribution

Unit 7:

Developand Disseminate the ICS Form 205 - Incident Radi
gations Plan

Key Points

Purpose

The ICS Form 205 Radio Communications Plan provides information on all radio
frequencies or trunked radio systems talkgroup assignments for each operational
period.

Preparation

The ICS Form 205 Radio Communications Plan is prepared by the Communications
Unit Leader.

Distribution

The prepared ICS Form 205 Radio Communications Plan is delivered to the Planning
Section Chief for inclusion in the Incident Action Plan. If a Planning Section Chief is not
appointed for the incident, the COML is responsible for the distribution of the completed
ICS Form 205 Radio Communications Plan.
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Incident Radio Communications Plan (ICS Form 205)—Purpose

ICS Form 205 - Purpose

® The ICS Form 205 - Incident Radio Communications
Plan is the “master communications plan” for the
incident.

= Provides information on all radio frequency or
trunked system talk groups for each operational
period.

= Contains assignments of resources by COML.
= |ncluded in IAP

Handout 7-1: ICS Form 205 - Incident Radio
Communications Plan

Unit 7:
Developand Disseminate the ICS Form 205 - Incident Radigh

Communigations|

Key Points

The Incident Radio Communications Plan is a summary of information pulled from the
ICS Form 216 - Radio Requirements Worksheet) and the ICS Form 217 - Radio
Frequency Assignment Worksheet Communications Resource Availability (Form 217A).

The Incident Radio Communications Plan (ICS Form 205) is a part of the IAP, is
completed by the Communications Unit Leader, and is primarily meant for incident
operations.
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Incident Radio Communications Plan (ICS Form 205)—General
Guidelines

ICS Form 205 - General Guidelines

® |ncident Radio Communications plan includes:
® Command Radio Network
= Tactical (division) net requirements
= Support net requirements

= Not all networks appear on the “official” ICS Form 205
Radio Communications Plan ‘7 = 3

Unit 7:

Developand Disseminate the ICS Form 205 - Incident Radigh
unigations Plan,.

Key Points

Command radio networks that are unclassified should be included on the form.

Secure or secret networks such as those used by the National Guard should not be
included on the official Incident Radio Communications Plan (ICS Form 205) included in
the 1AP.

The Communications Unit Leader should have a personal, unpublished copy that is
comprehensive.

Some Communications Unit Leaders place the tactical nets first on the Incident Radio
Communications Plan (ICS Form 205), rather than the command net, so that operations
section personnel have easy access to the channels that they use most often.

There may a requirement for more networks than you have channels available. The
Communications Unit Leader should meet with Operations Section to determine which
frequencies might be shared.
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Incident Radio Communications Plan (ICS Form 205)—Specific
Contents

ICS Form 205 - Specific Contents

8 |mportant information includes:
8 Repeater locations
= |ncident location

® Interoperable gateway locations and points of
contact

= Patched channels

What other information might it be important to include?

Unit 7:
Developand Disseminate the ICS Form 205 - Incident Radigh

Commiunications|

Key Points

* Repeater locations

* Incident location

» Patched channels

 Command Repeater net operations

» Air operations—AM and FM

* Air-to-ground

* Air Guard

* Local permanent repeater nets

* Wideband/narrowband/analog/digital issues

* Use of tones/Network Access Codes (NAC)

» Other pertinent information

* National Interagency Fire Center (NIFC) Standard
* NIFC Cache radios generally have 14 or 16 channels in a group

* One group is set aside as the incident group and will be programmed to meet the
incident needs with command and tactical nets
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Incident Radio Communications Plan (ICS Form 205)—Preparation

ICS Form 205 - Preparation

1. Develop a list of needed functions
= Who is here?

= What divisions, groups, or tasks will they be
performing?
2. Work with the Operations Section Chief to determine
required network assignments

3. Create the ICS Form 205 — Incident Radio
Communications Plan

Unit 7:
Developand Disseminate the ICS Form 205 - Incident Radigh

Communigations|

Key Points

When developing an ICS Form 205 Radio Communications Plan, it's important to gather
and organize the relevant information before completing the form:

» Develop a list of functions and what agencies are at the incident

= List assets (radio types and bands) they came with
» Work with the Operations Section Chief to determine required network assignments
* Create the ICS Form 205 Radio Communications Plan
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Incident Radio Communications Plan (ICS Form 205)—Distribution

ICS Form 205 - Distribution

= Ensure a copy of the ICS Form 205 - Incident Radio
Communications Plan is delivered to the appropriate
Communications Point of Contact and any other
regionally required personnel

= |f field programming or cloning is occurring at the
incident, validate the accuracy of the programming

How often should the ICS Form 205 — Incident Radio
Communications Plan be re-evaluated?

Unit 7:

Developand Disseminate the ICS Form 205 - Incident Radigh
Communigations Pla

Key Points

Information from the Radio Communications Plan is placed on Assignment Lists (ICS
Form 204).

The ICS Form 205 Radio Communications Plan is delivered to the PSC and delivered to
the appropriate Communications POC.

This way the incident does not inadvertently use a frequency/talkgroup that will interfere
with other operations.
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Communications Resource Availability (Form 217A)

Form 217A Communications Resource Availability

COMMURICATIONE REBCURCE AVAILAFLITY WORKSHEET
Foem 2178

s |t | oo B
Canfguiitian | gy vak Group Users WAz | oM

Dupless CALLOO Ay Publc atey 15 1567
L I-nr=\( W 15 1567
Dk ETAGE i = = =7
ETAGE i = = =7
Duphc ETACE iy P iy 15 1567
| HTACEID w 1% 1567
i ETAGS ) = =7
TACEID b % 87

Dupker ETACM '...r=.( = 15
FTAGHD Ay Fuh Sy [ETE] 1 mamzm | w | s

Handout 7-2: ICS Form 217 Radio Frequency Assignment Worksheet

Handout 7-3: Form 217A Communications Resource Availability
Unit 72

Developand Disseminate the IC2 Form 205 - Incident Radi
nigations Plan.

Key Points
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Communications Resource Availability (Form 217A) (cont’'d)

Form 217A Communications Resource Availability
COMMUMICATIONS RESOURCE AVAILABILITY WORSSHEET Fraquency Band | Descripion
Form 2H7A MHF Interoperakie Taclical Chansely
Channel ﬁ.r:*"&;x':: Eligible Mabile ': TM iobiie 'I‘ TL:; h:o-ge Hains
Configuration Systeen Talk Group Ussera FXFrea | o | juael TEFrea | ol ae | com
Dl LSALLAD Ay Public Safety | 4330125 | N | 1587 | 438425 | W | 1847 A
Smplex LICALLADO Ay Public Safety | 483126 | N | 1587 | 483126 | N | 1847 A
D LTACA Ay Public Sefaly | 4554825 W17 A
Simpa -Lf_f-.'.,-IIJ | Ay Public Safety | 455 4E26 [ N7 A
Duplex LTAC42 Ay Public Safety | 4537126 N | 8T A
Simplex LTACATD Ay Public Safaly | 4537125 | N | 1567 (4537125 | N | 1567 £
Dl -L’.‘-\'..-Ii | Ay Public Safety | 4338605 [ W | 1887 [ 45BAE26 | W | 1887 A
Smplex LTACAZ0 Ay Public Sefaly | 4538625 | N | 156.7 | 4538625 | N | 156.7 A

Unit 7:
Visual 7-10

Developand Disseminate the IC2 Form 205 - Incide!
nigations Pl

Key Points
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Communications Resource Availability (Form 217A) (cont'd)

Form 217A Communications Resource Availability
[ COMMUMICATIONS RESOURACE SVAILABILITY WORKMSHEET [ Fraquenty Bend Deseniphon
| Fom 17A WP HicH BAND interoperatde Tactical Chanmeis
o e | e | |G e | B | e
Systemn Talk Group W | IHAC W | RAaC orM
Simph WZALLID Ay Pubic Batety N | 1s57 | 1s57ms | W | 1567 A |CalingHaing
Simplea WTACT Any Pubiic Salety M| 18T | 181055 | W 1567 A |Tocke Simplax
Smplex WTALTZ Any Pubke Salkely 3 M| 1567 | 1544525 | N 1567 A |Tocicl Smplex
. Simpha -'-1.‘-5.'3 -M;\' Public Salety | M| 1887 | 1587376 | N | 1867 A |Tacic Simplex
Bimplex WTALT Any Pubiic Salety M | 1B37 | 1684726 | N 1667 A |Tockcal Simph
| Duplex _'—'U-(‘J:u _-!u,' Public Sakety | N | 1385 | 1511375 1 L 1365 A | Tacicd Repesier
Dugias WTALH Ay Pubke Salety M| 1385 | 1544525 | N 1365 A |Tocicl Repasier
Duplex WTALIE Ay Publio Salety N | 135 | 18 N | 1365 A [Tockca Repaaker
Duplex WTALIG Any Pubbe Salely N | 1385 H | 1385 A |Tocic Repeier
Icqla: .'pT.‘-L!J .-\n;\' Fublic Salety | 1544525 | M | 1305 | 1587376 | W | 1365 A | Tocic Repesier
Duplex WTALIE Any Pubio Salety | 1587375 | M | 135 | 1884726 | W 1365 A |Tockel Repagkr
WTACE-3 Recommended for deployable tachical repeaier wser onky (FOC Staton Class FEIT)
WTAGH-30 o prafamed: VTACEI-35 Shoukd ba s orly whin necaesery dia 10 medarance
Unit 7:
Visual 7-11

Developand Disseminate the ICS Form 205 - Incident Rad
Communigations Plan.. _

Key Points
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Communications Resource Availability (Form 217A) (cont’'d)

Form 217A Communications Resource Availability

= “Copy" an available resource from the pre-filled Form
217A

CHhan el Nasse [ o B "L
Chanmel Trunied Radic Eligible Mokbile | Tane Mobile: i | Tane
Configuration System Talk Users AXFreq | o | | TiFreg | o

Made
V| A,
Group HAC hac | oM

Hates

Duplex BCALL0 AP | stz (w17 | ewoizs w17 | A

Unit 7:
Visual 712

Developand Disseminate the ICS Form 205 - Incident Radi
gations Plan

Key Points

The Communications Resource Availability Worksheet is prepared by a
Communications Coordinator or Communications Unit Leader in an administrative
setting prior to an incident. During an incident, a Communications Unit Leader may use
the tools of popular word processing or spreadsheet software, to “copy” a line from a
completed Communications Resource Availability (Form 217A) and “paste” the line
directly to an Incident Radio Communications Plan (ICS Form 205). This minimizes the
technical information regarding a channel or talkgroup from being copied incorrectly
when completed by hand. In addition, the Communications Resource Availability (Form
217A) provides a standardized template for the presentation of channels or talkgroups
that might be considered for use by appropriate personnel during an incident.
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Communications Resource Availability (Form 217A) (cont’'d)
Form 217A Communications Resource Availability
= “Copy" an available resource from the pre-filled Form
217A
Channel Name | M RX M ™ Tode
Ehannel Trunked Radsa Eligiole | Mabde | ' | Tone | Mabde || Tone | [P Notes
Caonfiguratian System Talk Users RilFreg | Tifreg | o f i
Group HAC
Cuplex HCALLD MU | Bstoias | w1667 | B060125 || 1667 | A
= “Paste” the resource to be used from the ICS 217A to
the line on the ICS 205 which designates how the
channel or talk group will be used during the incident
Channel Hame ! N RX N = Mode
Channel TrunkedRaia | Efigible | Mobde | Y| Tone | Mebde | Y| Toms | [OR€ Motes
Canfiguration System Talk Usss R Freg W i TH Frieq W I -
Greup HAC HNAC
Cormmand OCALLOD Gomenand] | 8510135 | W | 1587 | BoG0125 | w| 66T [ A
Unit 7:
Developand Disseminatethe ICS Form 205 - IncidentRad Visusti-13
migations Plan.
Key Points

When building your Form 217A, ensure that the format matches your ICS Form 205.
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Incident Radio Communications Plan (ICS Form 205)

ICS Form 205 (cont'd)

= When completing the ICS Form 205 Radio
Communications Plan, remember your audience!

= Clarity and accuracy are essentiall

Unit 7:
Visual7-14

Developand Disseminate the ICS Form 205 - Incident Radigh

Key Points
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Incident/Unified Command Communications Pathway

Incident/Unified Command Communications Pathway

COMMAND CFD TAC1 151.3550 \
Support Nets (AREPS) (Each Agency)

OPERATIONS VTAC11 151.1375

FIRE VTAC12 154.4525

LE VTAC14 159.4725

AIR OPS Air to Ground 170.000
EMS VTAC13 158.7375

Unit 7:
Visual 715

Developand Disseminate the ICS Form 205 - Incident Rad
migations B

Key Points
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Functional Assignments
| uee | Functional Assignments
| w.,o-"ﬂ{ It | How are the Command, and General
—_— _ Staff going to communicate?
. ’5""':"| - L |mm---|—-

imancniidmin | [Planning Section |||-| ratioen Logistics comemmmacnlinns
mrsice Chinf Chied Soction Chin | Unit

EMS
Brasch Divecior

e |||1 [
|»-\.—n| wohon lire<io

Unit 7:
Visual 7-16

Dewhpandblnemirmelhelcs Form 205 - Incident Radi
] Pl

Key Points

This is an example of how it can be built.
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Functional Assignments (cont.)

uce Functional Assignments

P The IC, Command, and General
Mﬂur]—*{ '""3.;;‘,"] Staff all carry compatible VHF

e E— radios. Incident Command will be
|' ; —— ]_ established on CFD TACL (Duplex).
1 1
[n-u.\'u-h Planning Section [ Oprratices ] [ Logistice Hm—..m. ..... |
Smctiom Chinf Cind Sectinn Chief | | Secsom Chif nit
|
I T - 1

EMS
Brasch Divecior

A Ops. Bennch
lirecior

1
Fin Brasch LE
[iirmion Brasch Divwcior

| COMMAND  CFD TACT 16134680

Hire smstigation "
Suppression | ma i it |I.rrr|
Growp T o)
. -
usAs -~ | Transpor
Growp Ganup
wity
HAZMAT -
Growp

How will agency representatives
communicate with their agency?

Visual 747

Key Points
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Functional Assignments (cont'd)

uce Functional Assignments

g Agency reps will communicate on
""'“"'“']“[ " G ] their support net.

CEE—
—
Rt —| Ut e
-

) T ] )
ln-u.\'u-h Planning Soction [ Operatices ] [ Logintics cememmications
Section Chif Chiet Section Chisf | | Sectiom Chisf H it

1
Fin Brasch LE EMS
[iirmion Brasch Divwcior Brasch Divecior

A Ops. Bennch
lirecior

| COMPMAND  CFD TACT 1613560
Suppa Mets [AREPS) (Each Agency}

suppresen | || Sremzion |_{.1.-.hn.hw| Trenmas
Growp Ganup
- | Trasic | i
Groeg
- |
aamar | i What is an alternative to using the

Command Net for the Operations
Section?

Unit 7:
Visual 718

Developand Disseminate the IC2 Form 205 - Incident Radi
nigations Plan.

Key Points
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Functional Assignments (cont'd)

uce Functional Assignments

; The Operations Section Chief and
""'“"'“']“[ o8| Branch Directors carry compatible VHF
radios. They will operate a tactical net

CEE—
ne::;'r'ﬂum'—‘l Linison om.:-]— on VTAC11 151.1375.

1 1
Fimamcniidmin | |Planning Section [ Oparaticns [ Logistics comemmamicatinns
Section Chisf Coied Sectinn Chief Section Chisf Unit
\ ; J
I 1

1
EMs
Bramch Disncics

T
i Ops Bannch

|' Fion Aramch LE
Direcior

Dirwcion | | Bramch Diencics

r
cvnntigation |_‘1 bt |
Growp
iR

Trafic

|GD|!IAND CFDO TACT 151.3550
Sugpan Mets [AREPE) (Each Agencyl
CPERATIONS  VTACT 161.1376

Fire
Suppresmion |
Growp

UsAR
Gromsg

Will the Communications Unit
need a logistics net?

Visual7-10

Key Points
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Functional Assignments (cont'd)

uce Functional Assignments

T Yes, the Communications Unit will
S ‘['L operate on UTAC41D 453.4625

—
[ fgency |
Represaniatives WetZrm i
)
[Fimamnifdemin | (Planning Socsion Oparasices
Section Chief Coazd Saction Chinf Section Chisf
)
I T - 1
EMs

[ Fire Bramch | LE
Diismion Bramch Diswcios Bramch Disncics

[ i i
cvnntigation |_‘1 bt |
Growp
iR

Trafic

T
i Ops Bannch
Direcior

[ commann  cro Tact 1513550 |
Suppar Mets IAREPS) (Each Agency
CPERATIONS  VTACT! 1611375

Fire
Suppresmion |
Growp

UsAR
Gromsg

What tactical net will be
assigned to the Fire Branch?

Key Points
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Functional Assignments (cont'd)

uce Functional Assignments
) All Local Fire resources carry VHF
Sabeny Olicer |—~[ i radios with the commaon national
= channels. Fire will use VTAC12

| O (154.4525 MHz)
B S e
— —
I - T -

. 1
EMS

Bramch Disncics

srnstigation )
3 i drmkwlanc

T
i Ops Bannch

Fisn Bramch
Do e Direcior

| LE
Bramch Diswcios

| CONMAND  CFD TACT 151.3550
Suppan Mets (AREPS) (Each Agencyl
CPERATIONS  VTACTI 161.1376

FIRE  VTACIZ 1544525

What channel will
the LE Branch use?

Key Points
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic

Functional Assignments (cont'd)

Key Points

uce Functional Assignments
i LE will use VTAC14 159.4725.
sommomer |- Mo

[ hgency I_
PRepemanntntives | Wi
[Fimamnifdemin | (Planning Socsion Oparasices
Section Chief it Section Chief | | Sacsin &l
. J
I P 1 . 1
LE £Ms
hr h Dwec

| Fie Bramch

i e Bramch Disncics |
- CONMAND  CFD TACT 151.3550
p Sugpan Mets [AREPE) (Each Agencyl
Air Armdwalamecn CPERATIONS  VTACTI 161.1376

- Ops Bennch|
Direcior

FIRE  VTACIZ 1544525

LE VTACH 1594725

What Air Ops net will work
for the Air Ambulance?

Unit 7:

Developand Disseminate the ICS Form 205 - Incident Rad
Communigations Plan..

Visual7-22
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Functional Assignments (cont'd)

uce Functional Assignments

) The Air Operations net will use the
Sadery Oicor |—~[ i Air to Ground frequency 170.0000

[ hgency I_

PRepemanntntives | Wi

[Fimamnifdemin | (Planning Socsion Oparasices
Section Chief it Section Chief | | Sacsin &l

. J
I P 1 1
LE
hr h Dwec

| Fie Bramch ENS

i e Bramch Disecios |
- CONPAAND  CFD TACT 1513550
Suppan Mets (AREPS) (Each Agencyl
CPERATIONS  VTACTI 161.1376

Direcior

T
i Ops Brunth]

FIRE  VTACIZ 1544525

LE VTACH 1594725

AR OPS Airio Ground 170000

What channel would
the EMS Branch use?

Unit 7:

Developand Disseminate the ICS Form 205 - Incident Rad
Communigations Plan..

Visual7-23

Key Points
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Functional Assignments (cont'd)

uce Functional Assignments

The EMS Branch will use VTAC13

Sabaty Qo |—~[ i == 158.7375 and may add an

additional transportation tactical

[ a | hannel,
Rec-:}:'r'ﬁ:||m_HL"’"""°"""'|— channe
[Fimsmcniidmin | [Planning Section Oiparatices jotics
= =5 D
I 1 —
I E

| 1
(i Cps Bunth] | EMS

Fire Aramch Ll
i e fir Director

(Bramch Dirncics
- - | CONMMAND  CFO TACT 151.3550

T ey Suppant Nets (AREPS) (Each Agency)
Treatment OPERATIONS  WTACTI 161.137
| Geoup
F“*'“P"‘ y FIRE  WTAC1Z 1544525
Ganiip LE NTACH 1534725
AR OPS Ao Ground 1700000
EMS WTACTS 1637375

Unit 7:

Developand Disseminate the ICS Form 205 - Incident Rad
Communigations Plan..

Visual7-24

Key Points
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Completion of ICS Form 205

INCIDENT RADIO COMMUNICATIONS PLAN {IC5208)
1 ke o - 1 DmaT ius Prnparnd & Dpenions Perat
Dm0 Don From ENRGD e T OOTEON

COML EOURSE T w3t ow Frs 100 Tora T2 00
& Bais Nwam T te

. Chmrel [ T

[ RXFr THR

e - [ Y T N R
1 | 1 |couimann |Foman COMMAND | 1553550 b | 68 |15 5a60 6 | e 5 e

T wa mancia

Trepard by ST pr o
CIE=) Jarren

Developand Disseminate the ICS Form 205 - Incident Rad
nications Plan.

Key Points
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Topic

Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Completion of ICS Form 205 (cont'd)

Key Points

Completion of ICS Form 205 (cont'd)

INCIDENT RADIO COMMUNICA TIGNS PLAN IC5205)
Y Fecvtaet e FE e —
D DR |
COML COURSE oo e
4. Bmic Rl Charrw!
Chanwel [T} ™
Toom| R | Furetion | NersiTresiad fudio | Asspersent | P | org | TP | oy || o —
e e Takgraup - o wa | ™ 0 ek
3 |1 |comn |emrac commanp | 1sassen | 165 %5 i
2 [aoca [ vemen ATIONS
8 dpmcial Wrbcka 88
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Topic Completion of ICS Form 205 (cont'd)
Completion of ICS Form 205 (cont'd)
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Topic Completion of ICS Form 205 (cont'd)
Completion of ICS Form 205 (cont'd)
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Topic Completion of ICS Form 205 (cont'd)

Completion of ICS Form 205 (cont'd)
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Topic Completion of ICS Form 205 (cont'd)
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Topic Completion of ICS Form 205 (cont'd)

Completion of ICS Form 205 (cont'd)
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Plan (ICS Form 205)

Topic Incident Radio Communications Plan Sensitive Info

Incident Radio Communications Plan Sensitive Info

= Generally, IAPs become public information and radio
programming information may become compromised
through general distribution of the IAP beyond
incident personnel,

Unit 7:

Developand Disseminate the ICS Form 205 - Incident Radigh
Communigations Pla

Key Points

Regardless of how tightly you keep ICS Forms 205 or 217A, don’t consider any channel
secure unless it is encrypted.
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Topic Incident Radio Communications Plan Sensitive Inform (cont'd)

Incident Radio Communications Plan Sensitive Info (cont'd)

= Department of Homeland Security (DHS) restricts the
publication of detailed frequency and programming
information regarding Urban Search & Rescue (USAR)
and Disaster Medical Assistance Team (DMAT)
channels to DHS -authorized personnel who have
obtained the necessary clearances.

= Therefore, US&R and DMAT frequencies will not be
published on an ICS 205, even if known to the COML.

® This same philosophy may apply to Bomb Squad,
SWAT team, military teams, intelligence gathering, or
other channels being used.

Unit 7:

Developand Disseminate the ICS Form 205~ Incident Radigh
unications Plan.

Key Points

November 2014 Course E/L-969: Communications Unit Leader—Student Guide Page 7-37



Develop and Disseminate the Incident Radio Communications
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Topic Incident Radio Communications Plan Sensitive Info (cont'd)

Incident Radio Communications Plan Sensitive Info (cont'd)

Encryption

= Agencies using encrypted radios that are included
in a Gateway connection need to be aware all their
transmissions will be unencrypted on the
connected clear channels

Unit 7:

Developand Disseminate the ICS Form 205 - Incident Radigh
Communigations Pla

Key Points

Encryption many times can be a hindrance to interoperability. All encryption is not
equal.

Key management is critical to maintaining effectiveness and interoperability.

Key management will likely not be delegated to the Communications Unit Leader. It is
important that the Communications Unit Leader identify and work with the system
managers responsible for key management.
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Topic Sample Security Statement for ICS 217A/205

Sample Security Statement for ICS 217A/205

This document and other records, including data
specifically associated with this document, relate to
unique and specific vulnerability assessments and/or
Deployment plans in the event of CRIMINAL TERRORISM
and are protected by the 2002 Public Disclosure Act
amendments, Section 42.17.310(1)(ww), and as such
they must be treated as confidential.

Unit 7:

Developand Disseminate the ICS Form 205 - Incident Radigh
Communigations Pla

Key Points

November 2014 Course E/L-969: Communications Unit Leader—Student Guide Page 7-39



Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Exercise 7: Planned Event Communications Plan

Unit 7:

=

Developand Disseminate the 1CS Form 205 - Incident Radi
tions P

Key Points

The purpose of Exercise 7 is to complete an Incident Radio Communications Plan (ICS
Form 205) to provide a command and tactical channels for all resources. This exercise
is scheduled to last approximately 45 minutes. The instructor will use a build slide to
demonstrate how to complete a blank Incident Radio Communications Plan (ICS Form
205). Based on this information the students will discuss the significance of the
information received and what conclusions to draw as they create a simple ICS Form
205.
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Objectives Review

Objectives Review

1. Explain the purpose of ICS Form 205 — Incident Radio
Communications Plan.

2. What critical information is to be included in an ICS
Form 205 - Incident Radio Communications Plan by
completing Form 217A - Communications Resource
Availability?

3. What are the security requirements for ICS Forms
217A and 2057

4, Describe the proper dissemination of the ICS Form
205 — Incident Radio Communications Plan.

Unit 7:

Developand Disseminate the 18 Form 205 - Incident Radigh RELS T

Communigations|

Key Points

Unit Terminal Objectives

At the end of this unit, students will be able to create and publish a properly constructed
ICS Form 205 Incident Radio Communications Plan. The student will also complete
Communications Resource Availability (Form 217A).

Unit Enabling Objectives
» Explain the purpose of Incident Radio Communications Plan (ICS Form 205)

» ldentify critical information to be included in an Incident Radio Communications Plan
(ICS Form 205) by completing Communications Resource Availability (Form 217A)

* ldentify security requirements for ICS Forms 217A and 205

» Describe the proper dissemination of the Incident Radio Communications Plan (ICS
Form 205)
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Develop and Disseminate the Incident Radio Communications

Plan (ICS Form 205)

Topic Questions?

Questions?

Unit 7:
Developand Disseminate the ICS Form 205~ Incident Rad
i cad Pl =

Key Points
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