Instructor Guide—Emergency Management Operations Course



Unit 15

External EOC Communications
TIME:  45 min

OBJECTIVES:

At the conclusion of this unit, participants will be able to:

· Understand the makeup and capability of external communication systems in their locality.

SCOPE:

· Configuration of local communications systems; communication SOPs; future communication capabilities.

METHODOLOGY:


· Lecture/discussion

INSTRUCTOR QUALIFICATIONS:

· The presenter for this unit should be familiar with the various forms of communications that are used in the EOC. The instructor should have experience working with EOC communications.

EQUIPMENT/MATERIALS NEEDED:

· Instructor Guide

· Student Manual

· Course Agenda

· Participant List

· PowerPoint visuals 15-1 thru 15-6

· Acetate visuals 15-1 thru 15-6 (backup)

· Overhead or computer image projector (with spare bulbs)

· Screen

· Slide projector (if 35 mm slides are added)

· VCR/TV monitor(s) (if video(s) are added)

· Extension cords and surge protection

REFERENCES:

· Course Instructor Guide

· Course Student Manual

NOTES:

A suggested time plan for this unit is as follows:

Introduction and Overview


  5 min

Overview of Local Systems


10 min

Communications SOPs


15 min

Capability of Local Communication System
10 min

Summary and Questions


  5 min

Total:

45 min

INSTRUCTOR NOTES

Unit Time: 45 min

Topic Time: 5 min

SM: 15-2

Visuals: 15-1, 15-2

Topic Time: 10 min

SM: 15-2

Visual: 15-3


CONTENT/ACTIVITY

Introduction and Overview

At the conclusion of this unit, participants will be able to:

· Understand the makeup and capability of external communication systems in their locality.

Overview of Local Systems

In a major emergency, the EOC receives and sends numerous messages over a variety of media channels. 

Effective emergency operations depend on reliable and operational communications systems. The loss of basic systems will complicate your ability to respond. Your SOPs should be developed so that they cover operations with a working system and an inoperational system.

In disasters, communications systems fail quite often. You must figure out how to communicate with all required personnel and external agencies in the event of a communications failure. 

EOC emergency management personnel who may use communications systems in an emergency should understand the context, protocol, and procedures for doing so. In major emergencies, communications systems are usually strained past their limits. Also in major emergencies, the more vulnerable communications systems are susceptible to damage and destruction.

INSTRUCTOR NOTES

Topic Time: 15 min

SM: 15-3

Visual: 15-4


CONTENT/ACTIVITY

Consequently, as demand increases and capacity decreases, communications systems become less functional. Frequency crowding—caused by lengthy transmissions, increased reports and users, and repeat transmissions—further degrades surviving systems.

In addition to destruction, damage, or degradation of critical systems, communications problems arise from unnecessary transmissions, inaccurate or unauthenticated information, and incomplete reports requiring further clarification over the air.

EOC communications SOPs cannot resolve all major problems, but properly designed procedures, strengthened by frequent testing, can lessen their severity. Also, communications SOPs can help reduce the confusion that occurs in a crisis.

Communications SOPs

The following is a representative listing of the types of communications SOPs that are required for EOC management and operations:

· Listing of potential communications systems available to the jurisdiction.

· A listing of frequencies.

· Alerting and call up procedures for community-based volunteers and EOC communications staff.

· Tasks and responsibilities of communications staff.

· Guidance as to when the communications center should be activated.
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CONTENT/ACTIVITY

· Information on repair and supply sources (batteries, crystals, replacement parts).

· Context, protocol, and procedures for using communications systems, with specific attention to channel capacity and the importance of having multiple channels.

· Channel capacity—Is the carrying capacity for the equipment adequate? Anticipate excessive use of the phones by the public and plan for it. Despite warnings to not use the phones, the public ignores these messages and overloads the circuits.

· Importance of multiple channels—Almost any communication node can experience interference. For example, tornadoes and hurricanes destroy aboveground telephone lines and electrical storms can interfere with microcomputer transmissions.

· Communication equipment inventories.

· Setup and installation instructions for main and alternate EOCs.

· Local and national code systems (if volunteers are used extensively).

· Communications send and receive procedures.

Send Procedures

The following elements must be included in the send procedures:

· Message writing—Messages should be clear, concise, and precise. If coded formats are 
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CONTENT/ACTIVITY

used in message writing, they should be included in the SOPs.

· Priorities—Details on establishing and coding messages for priority should be clearly delineated.

· Logging—Explain the procedures for logging messages.

· Transmitting—Establish procedures for maintaining records to show that the message was received.

· Filing—Specify the procedures for filing messages.

Receive Procedures

The following elements should be included in the receive procedures:

· Acknowledge and authenticate—Specific procedures for acknowledging and verifying messages.

· Logging—Explain the procedures for recording messages.

· Dissemination—Describe the process for disseminating messages.

· Filing—Explain the procedures for filing messages.

You should not be concerned with the communications systems of other agencies and how they set up their system.

Cellular phones are invaluable in an emergency situation. You may want to enter into special arrangements with cellular phone companies to provide this equipment in an emergency. 

INSTRUCTOR NOTES

Topic Time: 10 min

SM: 15-5

Visual: 15-5

Topic Time: 5 min

SM: 15-5

Visual: 15-6


CONTENT/ACTIVITY

Compatible radio communication frequencies should be carefully researched and tested for effectiveness to ensure that agencies are able to communicate with one another.

Capability of Local Communication System


After each telecommunications system activation, the EOC manager or designated person should evaluate the system’s operational capability to ensure that it meets the functional requirements.

If the telecommunications system is not working or is not operating effectively, the EOC’s information-handling capability will be greatly reduced. Thus, it’s important to:

· Have mechanisms in place to train all EOC personnel who will be using the telecommunications equipment.

· Test the equipment on a regularly scheduled basis, focusing on interoperability of equipment.

· Exercise the system periodically.

Following these procedures before an actual emergency increases the likelihood that the telecommunications equipment will be fully functional in an actual disaster. You don’t want to risk the chance of not being able to communicate because of faulty or malfunctioning telecommunications equipment, or because personnel don’t know how to operate it.

Summary and Questions
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